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ABSTRACT 
This research mainly focuses on the issue of the laws governing spam in Malaysia. 
This research deals with the issue of the governance and enforcement of laws in 
curbing the spam in Malaysia. The laws used to govern spam in Malaysia include the 
Communications and Multimedia Act 1998, the Penal Code, the Evidence Act 1950 
and the Personal Data Protection Act 2010. The series of literature are reviewed as we 
compare the laws in Malaysia with the laws in other countries including United States 
of America, Australia and Singapore. From the literature review as well as the 
background of the research, it is evident that the question of proliferations of spam in 
Malaysia is the issue which has become a national agenda which the rate of spam that 
was sent had been increasing in a catastrophic rate. The challenges and the problem of 
the governance and enforcement of laws regarding spam in Malaysia are demonstrated 
in regulating this research. This study also hopes to improve the current laws that 
governing spam and also to assist the policy maker in drafting the specific law on 
spam. 
TABLE OF CONTENTS 
Acknowledgement ii 
Abstract iii 
Table of Contents iv 
List of Cases viii 
CHAPTER ONE: INTRODUCTION 
1.0 Introduction 1 
1.1 Background 1 
1.2 Research Questions 4 
1.3 Research Objectives 4 
1.4 Scope 5 
1.5 Research Methodology 5 
1.6 Limitation 6 
1.7 Significance 6 
1.8 Outline of Research Structure 7 
1.9 Conclusion 8 
CHAPTER TWO: THE RISE OF SPAM 
2.0 Introduction 10 
2.1 Emergence of the Internet 11 
2.1.1 Concept of the Internet 11 
2.1.2 History of the Internet 12 
2.1.3 The needs of the Internet 16 
2.1.4 Risks of the Internet 18 
2.2 Concept of Spam 21 
2.2.1 History of Spam 21 
2.2.2 Proliferation of Spam 22 
iv 
2.3 Spam in Malaysia 25 
2.3.1 Problems of Spam 26 
2.3.2 Consequences of Spam 28 
2.4 Governing Spam 30 
2.4.1 Theory of Governance 30 
2.4.1.1 Code (Technology) 31 
2.4.1.2 Law 32 
2.4.1.3 Social Norms 33 
2.4.1.4 Market 33 
2.4.2 Justifications for Governing Spam 33 
2.4.3 Mechanisms in Governing Spam 34 
2.5 Conclusion 35 
CHAPTER THREE: ANTI SPAM LAWS IN OTHER JURISDICTIONS 
3.0 Introduction 37 
3.1 Background of the Spam Laws 38 
3.1.1 Australian Spam Act 2003 39 
3.1.2 United States of America CAN-SPAM ACT 2003 42 
3.1.3 Singaporean Spam Control Act 2007 45 
3.2 Analysis of Cases 43 
3.2.1 Australia 47 
3.2.2 United States of America 57 
3.2.3 Comparative Analysis of cases 69 
3.3 Legal Issues of spam 71 
3.3.1 Definitional Issue 74 
3.3.2 Procedure 76 
3.3.3 Criticisms 79 
3.3.4. Remedies in Other Countries 81 
3.4 Conclusion 83 
